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Relay Data Communications

Digital data communications is the transfer of information and command signals from the relay to a device suitable for accessing the information.  This form of communications does not require the high level of security and speed that is necessary for protection signalling communications.  Typical data transmission speeds are 75 to 19800 bits per second.

The information is generally required locally to the relay, remotely at the substation control room and remotely at the control centre via a modem, microwave link or power line carrier. 

The three common methods of communication media within a substation are:

fibre optics

twisted pair 

coaxial cables.

Twisted pair cable is relatively cheap and capable of data communication up to 10Mbps although it is subject to disturbances and has limited speed.  

Coaxial cables are capable of data communications up to 50Mbps and are more immune to external disturbances than twisted pairs.

Fibre optic cables are generally the most expensive but have a high capacity and disturbance immunity.  The advantages of using fibre optics are:

i) Extremely high bandwidths which allow allows large amounts of data to be transferred

ii) Not subject to inductive pick up or factors associated with noise in electrical systems

iii) Not subject to atmospheric conditions

iv) Small in size and weight

v) Low loss levels on long lengths

A Local area network (LAN) is a communications path between one or more computers, file servers, terminals, workstations and various intelligent devices.  The connection of a device to a LAN is made through a node (the point where the device is connected) and each node is given a unique address.

There are three different methods of connecting the communications system or local area network
 -  star networks, ring networks and bus networks.  Twisted pair and coaxial cables are suitable for use with all three networks however fibre optic cable can only be used with star and ring networks.  Bus and star configurations are a faster method of communicating than the ring as this system must transmit the data from one point to the next that in turn forwards it to the next point.  The ring configuration is also dependant on all connections in that ring being operational whereas the bus or star network will still communicate with one point disconnected or failed without effecting the healthy or operational part of the system.

Access to the network is controlled by two methods – Carrier sense multiple access/collision detection (CSMA/CD) and Control token access.  

CSMA/CD is where random access is achieved by each point ‘listening’ to the network and only transmits when the network is free.  If during transmission it detects another transmission it stops for a period and then resends.  This method is also often referred to as Ethernet.

A control token access system passes a ‘controlled token’ from node to node around the ring until it arrives at a node wishing to transmit.  The transmitting node does so around the ring and on completion passes the control token to the next node. 

Protocols

A protocol is a set of rules or language structure that manages the formatting, control and timing of the exchange of data between a transmitter and a receiver over a data communications link.  The protocol is vital to the systems operation as it determines how the units establish or break off their connection, how the units are identified, how the data is exchanged and how errors are detected. 

Some of the protocols parameters are often user settable such as the baud rate, parity and number of stop bits.

Fibre types and construction

There are three types of fibre construction available:

i) step index

ii) graded index

iii) single mode

The step index fibre has a limited bandwidth due to i) the light rays enter the fibre at a number of different angles and therefore travel different distances and paths within the fibre and hence take different times to complete the journey causing dispersion.  The length of the pulse is extended and the amplitude reduced. ii) light sources are produced at many discrete wavelengths simultaneously travelling at different speeds and thus arriving at the far end displaced causing distortion.  These factors limit this type of fibre to use over short distances typically less than 1km and slow transmission speeds.

Graded index fibre overcomes these limitations by the fibre being made up of a number of layers with slightly different index of refraction.  This allows the direction of light to be changed along its path, evening out the various angles in which it entered and thus increases its bandwidth. They still have problems with dispersion but are suitable for use over distances typically 20km.

Single mode fibres overcome the problem with dispersion by reducing the cross sectional area of the core which in turn only allows light rays with large angle of reflection to be propagated.  This increases the bandwidth and reduces the attenuation and allows them to be used for longer distances typically 50km.  The drawbacks to single mode fibres are expensive laser diodes required to launch the power into the fibre successfully and the difficulty encountered in splicing due to the small core size.    

The light source used for transmitting into fibre optics is usually a semi-conductor device in the form if a light emitting diode or a laser.  LED’s are a low cost, rugged and easy to use solution whereas lasers, which are more expensive, are faster, more powerful and have small emitting areas that allow them to launch large amounts of power into a single mode fibre.

The light is detected at the receiving end by either a PIN diode or an AVALANCHE photodiode.  The PIN diode is generally used for medium speeds and distances and the AVALANCHE photodiodes for high speed digital systems.

When using fibre optic cables as the communication media it is important to select the correct, or most suitable fibre, to meet the application requirements/considerations.  A fibre optic budget study should therefore be carried out for all installations.  (see Reyrolle Protection communications application guide).  The main variables within the system are the fibre losses, the mean power launched and the receiver sensitivity. 

RS232 & RS485

The RS232 standard was designed as a serial data interface between DCE –data communication equipment and DTE – data terminal equipment.

An example of a DCE –data communication equipment is a modem and a DTE – data terminal equipment a computer.

If two DCE devices are to be connected together it must be done via a null terminal connector which swaps the various control lines.

The RS485 standard defines a multi-drop data communications network using two separate wires for each signal and allows up to 32 line drivers and line receivers on the same line.  It allows reliable operation for high data speeds and long distances to be achieved.

Reyrolle Products

The current range of Reyrolle Protection numeric products have a fibre optic data communications channel suitable for the interrogation and setting of the relay.  Automation and control are only available via electrical connections as these functions currently follow a separate standard with a select before execute format.

 Also available to aid interrogation are three fibre optic interface devices:



Sigma 1 – Fibre optic hub for star connecting



Sigma 3 – Fibre optic to dual RS232 connection



Sigma 4 – Fibre optic to RS232

Future Developments

With the increased functionality now available in modern relays and the future developments in combing control and protection functions the substation communication network is being extended to allow remote access to the data contained in these relays.  The problems resulting from this are a number of different manufacturers, each using different protocols, being unified into one network.  This has resulted in the new emerging IEC 61850 standard being developed. 

Integrated Control & Protection

Protection, local control, measurement and monitoring, most of which were previously segregated and device oriented, are now being integrated into multi-function microprocessor based devices.  It is the intention that every component within the system communicates with each other, sharing information, making systems smaller, because only one sensor is necessary for each information part, instead of one sensor per component as before.  In addition cross site cabling is often replaced by a serial communication network such as a Local Area Network (LAN) or fibre optic ring thus reducing the cost of the installation.  As the systems are software based it is possible to easily alter settings and schemes which greatly assists the management of a modern electrical network.

The benefits of integration can therefore be summarised as follows:

1. Enables remote operation and monitoring which can be used to improve system performance.

2. Minimises wiring

3. Reduces the number of discrete devices and thus lowers cost

4. Increases system flexibility

5. Minimises spares required and knowledge as there are less devices

The current architecture of MV control & protection systems given in Figure 1.  This includes a separate bay control unit and protection relay both hardwired to the plant and then connected to a data concentrator.  Alternatively a bay control unit may not be cost effective and all the plant control signals are hardwired to the central unit.  The data concentrator collates the information, provides an access for remote control and a man machine interface and often provides logic for substation control and automation.  The main drawbacks of this system are the overall cost, especially with the hardwired approach, and the engineering time required to engineer the different control and protection systems.  Problems can also occur with the communication where the data concentrator can only accommodate specific relays using proprietary protocol thus limiting the system architecture.

A typical architecture for HV control and protection systems is shown in Figure 2.  This consists of separate bay control and protection units connected by different communications methods.  Again this scheme has the same problems as the MV system as information is not shared and there is extensive hardwiring and duplication.

With the extensive use of digital technology and developments in communications it is now possible to integrate many of the control and protection functions.  When looking at this there are a number of key elements to consider:

· Acquisition functions should be as close as possible to primary plant.

· Optimal data acquisition, each signal only retrieved once and then shared.

· Control functions should be located according to information flow rather than physical layout

The constraints for integrated systems range from customer acceptance to physical arrangements of existing installations.  Some of the main points to consider are what information is real time, what are the availability and redundancy criteria, what is the best physical location of functions and what are the general standards and customer preferences for integrated systems.

A typical solution for MV substation automation is illustrated in Figure 3.  This consists of feeder manager relays for each circuit that provide control, protection, measurement and monitoring functions.  These units communicate with a central data node which distributes the information and provides the control centre and man machine interface (MMI).  The feeder managers can communicate serially as a master/slave configuration or using a bus system.  The latter solution is the ideal as this enables the feeder managers to communicate with each other directly, rather than going through a data node, and will enable additional functions such as substation load shedding and automatic switching functions to be realised.

For HV substation automation this can be a two stage approach although some suppliers are already at the first stage and some may jump directly to the second stage.  The first stage is shown in Figure 4 with separate bay control and protection units but with a protection communication interface at bay level and a protection communication network.  The optimum solution is shown in Figure 5 and this has separate hardware for the protection functions but the information is only obtained once via intelligent IED’s which provide all the plant interfaces.  A common bus is used for sharing both protection and control information thus minimising and simplifying the system architecture.

The integrated substation systems of the future will share much of the information and rely heavily on data communications.  Some of the arguments against integration relate to security and availability but if the correct functions are integrated and some redundancy is used the systems can have equivalent or better performance.  Different system configurations can easily be realised using modular hardware and software to produce a solution that is both cost effective and reliable.  Therefore there are benefits for both users and suppliers using integrated control and protection solutions.
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